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New College — Email Confidentiality Code of Conduct for Staff

Overview

All employees working for the College are bound by a legal duty of confidence to protect
personal information they may come into contact with during the course of their work. This
is not just a requirement of their contractual responsibilities but also a requirement within
GDPR which came into force on May 25"
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Individual users are responsible for their own actions. The use of email facilities by
individuals at the College assumes and implies compliance with this Policy, without
exception, and with all those Acts, Policies and Regulations referenced below as enacted or
authorised by the College or other regulatory bodies. Every user of email systems has a duty
to ensure they practice appropriate and proper use, and must understand their
responsibilities in this regard.

Senior management will be responsible for ensuring heads of Departments are aware of this
Policy; they in turn will be responsible for informing their people of this policy.

General

The College’s main purpose in providing IT facilities for email is to support the teaching,
learning, research, and approved business activities of the College. IT facilities provided by
the College for email should not be abused. An absolute definition of abuse is difficult to
achieve but certainly includes (but is not necessarily limited to):

e creation or transmission of material which brings the College into disrepute
e creation or transmission of material that is illegal
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